UNITRENDS

CentOS 6 to CentOS 7 Migration Guide

for VMware

Release 10.6 | Document Version 1.02082022

I —




CentOS 6 to CentOS 7 Migration Guide
for VMware

Release 10.6 | February 2022
Copyright

Copyright © 2022 Unitrends Incorporated. All rights reserved.

Content in this publication is copyright material and may not be copied or duplicated in any form without prior written permission
from Unitrends, Inc (“Unitrends”). This information is subject to change without notice and does not represent a commitment on the
part of Unitrends.

The software described in this publication is furnished under a license agreement or nondisclosure agreement. The software may be
used or copied only in accordance with the terms of the license agreement. See the End User License Agreement before using the
software.

The software described contains certain open source components that are copyrighted. For open source licenses, see the
UnitrendsOpen Source Compliance section of the product Administrator Guide.

Because of the nature of this material, numerous hardware and software products are mentioned by name. In most, if not all, cases
these product names are claimed as trademarks by the companies that manufacture the products. It is not our intent to claim these
names or trademarks as our own.

The following applies to U.S. Government End Users: The Software and Documentation are “Commercial ltems,” as that term is
defined at 48 C.F.R.2.101, consisting of “Commercial Computer Software” and “Commercial Computer Software Documentation,”
as such terms are used in 48 C.F.R.12.212 or 48 C.F.R.227.7202, as applicable. Consistent with 48 C.F.R.12.212 or 48
C.F.R.227.7202-1 through 227.7202-4, as applicable, the Commercial Computer Software and Commercial Computer Software
Documentation are being licensed to U.S. Government end users (a) only as Commercial Iltems and (b) with only those rights as are
granted to all other end users pursuant to the terms and conditions herein. Unpublished-rights reserved under the copyright laws of
the United States. Unitrends agrees to comply with all applicable equal opportunity laws including, if appropriate, the provisions of
Executive Order 11246, as amended, Section 402 of the Vietnam Era Veterans Readjustment Assistance Act of 1974 (38 USC
4212), and Section 503 of the Rehabilitation Act of 1973, as amended, and the regulations at 41 CFR Parts 60-1 through 60-60,
60-250, and 60-741. The affirmative action clause and regulations contained in the preceding sentence shall be incorporated by
reference.

The following applies to all contracts and subcontracts governed by the Rights in Technical Data and Computer Software Clause of
the United States Department of Defense Federal Acquisition Regulations Supplement:

RESTRICTED RIGHTS LEGEND: USE, DUPLICATION OR DISCLOSURE BY THE UNITED STATES GOVERNMENT IS SUBJECT TO
RESTRICTIONS AS SET FORTH IN SUBDIVISION (C)(1)(Il) OF THE RIGHTS AND TECHNICAL DATA AND COMPUTER SOFTWARE CLAUSE
AT DFAR 252-227-7013. UNITRENDS CORPORATION IS THE CONTRACTOR AND IS LOCATED AT 200 WHEELER ROAD, NORTH
TOWER, 2ND FLOOR, BURLINGTON, MASSACHUSETTS 01803.

Unitrends, Inc

200 Wheeler Road

North Tower, 2nd Floor
Burlington, MA 01803, USA
Phone: 1.866.359.5411

UNITRENDS

A Kaseya company




CentOS 6 to CentOS 7 Migration Guide
for VMware

Release 10.6 | February 2022

Contents

Chapter L INtrOAUC I ON 5
Migration CONSIAEIatioONS .. 5
Migration procedures CheCKliSt ... . 5

Chapter 2: Migration Requirements ... .. 7
Requirements for CentOS 6 Unitrends Backup virtual appliance ... ... 7
Deployment requirements for CentOS 7 Unitrends Backup virtual appliance ...l ... 13

Chapter 3: Migration ProCedUres ....................... 17
Step 1: Migrate data onthe CentOS 6 applianCe ... .. ... 17
Step 2: Deploy the CentOS 7 Unitrends Backup VM 20
Step 31 AHACh DACKUD StOTaE ... 26
Step 4: Configure NEIWOIK SETINGS .. . . 33
Step 5: Set up the CentOS 7 appliance using the Quick Setup Wizard ... . ... 38
Step 6: (If needed) Configure encryption with the CentOS 6 passphrase ................................................. 41
Step 7: (If needed) Add data copy access Profiles .. .. . 44
Step 8: Register and license the CentOS 7 appliance ... ... .. 44

UNITRENDS

AKaseya company




4 CentOS 6 to CentOS 7 Migration Guide
for VMware

Release 10.6 | February 2022

This page is intentionally left blank.

UNITRENDS

A Kaseya company




CentOS 6 to CentOS 7 Migration Guide 5
for VMware

Release 10.6 | February 2022

Chapter 1: Introduction

This guide provides instructions for migrating your Unitrends Backup virtual appliance from the CentOS 6 platform to
CentOS 7. Migration consists of preparing the CentOS 6 appliance, deploying the CentOS 7 Unitrends Backup virtual
machine (VM), attaching backup storage from the original CentOS 6 VM, and configuring settings on the new appliance.

To get started, review the "Migration considerations". Then use the "Migration procedures checklist" as a guide for
performing the migration. Or, if you prefer more detail, review the complete "Migration Requirements" , then perform
the step-by-step "Migration Procedures".

Migration considerations

Review these considerations before you start:

Once you migrate the CentOS 6 data, the CentOS 6 appliance is no longer usable. You must recover the data to
the newly deployed CentOS 7 VM. ESXi version 5.5 or higher is required to deploy the CentOS 7 VM. Do not
migrate data until you are ready to deploy the CentOS 7 VM.

Before you migrate the CentOS 6 data, you must use your ESXi server to consolidate any snapshots on the
CentOS 6 VM. Snapshots must be consolidated for a successful migration.

Before you migrate, check these tabs for any active recovery objects: Recover > File Level Recovery, Instant
Recovery, and Replicas. Tear down any objects before starting the migration. You will need to recreate these
objects on the CentOS 7 appliance.

If you are encrypting backups, save the CentOS 6 encryption passphrase in a safe place. You must manually
configure encryption with this same passphrase on the new CentOS 7 appliance. If you migrate and are not able
to configure encryption with the CentOS 6 passphrase, any encrypted backups that were migrated cannot be
recovered.

Data copy access lab profiles are not migrated. If you are using this feature, you need to manually recreate lab
profiles on the CentOS 7 appliance.

Push install of the Windows agent is not supported on migrated appliances. After migrating to CentOS 7, the
Windows agent must be installed manually on its protected assets.

The migration tool verifies all requirements other than encryption, snapshot consolidation, and whether there are
any active recovery objects. If a requirement has not been met, the migration does not proceed and you receive a
message describing each issue that must be addressed. You can opt to simply run the migration tool without
checking these CentOS 6 requirements, then address any issues if found. For detailed requirements, see "
Requirements for CentOS 6 Unitrends Backup virtual appliance".

Migration procedures checklist

"Step 1: Migrate data on the CentOS 6 appliance"- To migrate the data, upgrade the CentOS 6 appliance to
release 10.5.0-3 or higher, then select Migrate from CentOS 6 to CentOS 7 in the Support Toolbox (Configure >
Appliances >Edit > Advanced > Support Toolbox).
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IMPORTANT! Migration time varies by database size. Do not manually close the user interface while the
migration is running. It is safe to close the Ul after the Results Migration message displays.

"Step 2: Deploy the CentOS 7 Unitrends Backup VM"- Download the CentOS 7 OVA file from
https://www.unitrends.com/download/enterprise-backup-software and deploy it on your ESXi server (File >
Deploy OVF Template). Ensure that the memory and CPU settings match or exceed those of the CentOS 6 VM.

"Step 3: Attach backup storage"- Edit the CentOS 7 VM to attach the all backup storage disks from the original
CentOS 6 VM.

IMPORTANT!

You must add all backup storage disks from the original CentOS 6 VM.

Do not add Hard Disk 1. This 100GB disk was created during VM deployment and is NOT used to store
backups.

You must add the first backup storage disk (typically Hard Disk 2) before you add any other backup storage
disks.

"Step 4: Configure network settings"- Access the VM console and configure these settings to match those of the
CentOS 6 VM: Console Access Password, Network Settings, and DNS Settings.

"Step 5: Set up the CentOS 7 appliance using the Quick Setup Wizard"- Log in to the appliance Ul. Use the Setup
Wizard to configure appliance settings. When prompted to configure storage, click Recover to add the migrated
backups to the appliance.

"Step 6: (If needed) Configure encryption with the CentOS 6 passphrase"- If backups were being encrypted on
the CentOS 6 appliance, you must configure encryption with the passphrase that was used by the CentOS 6
appliance. If you do not use the original passphrase, any encrypted backups that were migrated cannot be
recovered. To configure encryption settings, select Configure > Appliances > Edit > Advanced.

"Step 7: (If needed) Add data copy access profiles"- Data copy access profiles are not migrated from the CentOS
6 appliance. If you were using the copy data management feature, you need to recreate your data copy access
profiles. For details, see Copy Data Management in the Administrator Guide for Recovery Series, Recovery MAX,
ION/ION+, and Unitrends Backup.

"Step 8: Register and license the CentOS 7 appliance"- You must register and license the appliance within 30
days of deploying the CentOS 7 VM. Go to Configure > Appliances > Edit > License. Click Update and select |
need to activate my purchase.
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Chapter 2: Migration Requirements

Migration requirements for the CentOS 6 and CentOS 7 Unitrends Backup virtual appliances are described below.

Requirements for CentOS 6 Unitrends Backup virtual
appliance

Your CentOS 6 Unitrends Backup appliance must meet these prerequisites:
Snapshot consolidation - Use your ESXi server to consolidate any snapshots on the CentOS 6 VM.

Manager appliances - The CentOS 6 appliance must not be managing another appliance. Migration is not
supported for manager appliances.

Appliance version and platform - The appliance is running release 10.5.0-3 or higher on the CentOS 6 platform.
To check, select ? > About:

UNITRENDS

9 % e~ - 4

@) ONLINE HELP o
COMMUNITY
EE DASHBOARD BACKUP SUMMARY Got Questions? Ask th ®
(OPEN SUPPORT TUNNEL
About this Appliance 2] °
ENBUEE  Jp PrODUCT TOUR
@ rrotect SOFTWARE INFORMATION HARDVIARE INFORMATION ice behincill RSNy
@ asout
Appliance Name pm-ueb-86 Appliance Type unknown
B8} RELEASE FEATURES
M recover I
Appliance IP Address 192002007006 Processor Type Intel{R)} Xeon(R) CPU E5620
E JOBS IADP"EHCE Version 10.5.0-3.202101151631.CentOS6 Processor Cores 8 have backups offloaded onto
rlong term storage. If we do
IHemvery'OS version | CentO0566.6.1810 Processor Cache 512KB “licensing is it still possible
.Il.l se VMs and restore them? &
REPORTS Install Date Fri 15 Jan 2021 01-:42:19 PM EST Processor Frequency  3.199618 GHz
Memory (GB) 15968 [ - HOT TARGETS
£} CONFIGURE [BROWSER INFORMATION
5 Firefox Asset Tag ac462306-d1c3-41be-8542-44dbe590 O 0.0
ype (= Average Spee
Protected e "é“f‘“*c
WMAC Add =
Screen Resolution 1920 %1080 ’ ress LELaEhnis
TRANSFER RATE
0Brs
Copyright ® Unitrends, Inc. 2015-Present, All Rights Reserved
Close
- 112 01113 01114 01M5 0116 |

License and asset tag - The appliance has a valid license, support contract, and asset tag (Configure >
Appliance > Edit Appliance > License):

UNITRENDS Chapter 2: Migration Requirements

AKaseya company




8 CentOS 6 to CentOS 7 Migration Guide
for VMware

Release 10.6 | February 2022

UNITRENDS PR e L K
EE DASHBOARD Appliances—gloter.ted Assets
88 viewTable €D AddAppliance [# Edit & Remove

PROTECT _ "
APPLIANCE TV Edit Appliance ®

pm-ueb-86 @ Availabl ) )
It ']
RECOVER General Email Users Date Time License Backup Copy Advanced
LICENSE DETAILS

-
B Joss | Asset Tag ACA6LTTE LT RET JESSMEEIG90cale
.Il.l REPORTS License Enterprise Plus
Install Date Fri Feb 28 09:49:19 2020
Expires never
£+ conFiGuRE —0 P
Storage Backup Copy Feature Description Unlimited Hot Backup Copies and Backups, Encryption, Cold Backup Copy, Copy Data Management
ry
N . Feature String ENTRB,MUX=10,VC=INFRC=300G,D2D=INF,ENC,ADX NDMP=1MKT=4
© AddStorage ¥
IL\cense Key T N N NN 5 h9h I
NAME sTA
0@ intemal @

Internet access - The appliance has access to the Internet.

Email - Email is configured on the appliance so you can receive email notifications related to platform migration
(Configure > Appliance > Edit Appliance > Email):
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Edit Appliance (2]

General Email Users Date Time License Backup Copy Advanced
SMTP SETTINGS

Enable email reporting

Reporting is enabled

SMTP Server unitios utlook com SMTP server is configured

[] Server requires credentials
Username

Password

Send a Test Email

EMAIL RECIPIENTS

RECIPIENTS APPLIANCE JOBS  FAILURES
dst Dmitsmnds.com
ash® ds.com
Recipients are set up to receive
Appliance notifications

Filesystem configuration - The database resides on the storage partition. This is the default configuration. If your
database was moved to a separate partition, migration is not supported. The migration tool detects this and no
data is migrated.

Filesystem configuration - The appliance is configured with expanded storage. To verify that storage has been
expanded:

On the Configure > Appliances page, select the appliance and click Edit. Click Advanced and select Support
Toolbox.
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UNITRENDS & @ & O ot

Appliances 9 Protected Assets
OO0 pasHeoARD e
oo
EE View Table ° Add Appliance B Edit e Remove
g rrotecT it Appiance )
APPLIANCE STATUS '
m pm-ueb-86 @Ava\lab General Emai’ Users Date Time License Backup Copy ‘Advanced 6
‘ RECOVER ENCRYPTION SETTINGS
Enable Encryption

Current Passphrase

JOBS

[ Change Passphrase

New Passphrase

REPORTS

Confirm New Passphrase

Key File

& E

CONFIGURE o

SAN DIRECT DETAILS

Name Host Port Target LUN

© Add

6 Support Toolbox [l General Configuration i OS Password [l ISCSICHAP SNMP VM Replica Configuration

In the Support Toolbox (Advanced) dialog, click Filesystem Information. If you see /_Stateless, storage has
been expanded.
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#1 Support Toolbox (Advanced) (]
~

Active Ports Active Support Tunnel

All active or listening network ports Checks for an active support tunnel and returns its

port number. Returns 0 if no tunnel exists.

Appliance Asset Tag

Information about Appliance type Asset tag display

Date and Time Disk Free Space

System date and time Free space available on each partition

Disk Status Filesystem Information o
Gathers all relevant Disk Status from the Unitrends Information about all filesystems on the System

System.

Py Results: Filesystem Information Q

Hardware de

#

§ /etc/fstab

¥ Created by anaconda on Fri Zpr 26 18:38:30 2018

¥

# Rccessible filesystems, by reference, are maintained under '/dev/disk'

# See man pages fstab(5), findfs(8), mount(8) and/or blkid(8) £for more info

¥

UUID=Bfcad43e-fd56-4f0f-bb26-cd93868ace96 / extd defaults
11

UUID=70d093d9-bba3-4e94-8d5f-ddeb2551£fdcé /boot extd defaults
1z

UUID=4b5%8fecl-dd98-4ecé-b272-1d3deb5501cf /usr ext4 defaults
1z

UUID=5edd24fd-feba-4£f59-9a3b-96acf4aaBicl /usr/bp ext4d defaults
1z

UUID=349024e0-42cd-4979-8935-0a9da4£15d06 /var extd defaults
1z

/dev/mapper/vg_root-lv_swap swap swap defaults oo
fdev/dvd /media/cdrecorderl auto
pamconsole,exec,noauto,managed 0 0

/tmp /var/tmp none rw,nosuid,nodev,noexec,bind 0 0
/dev/mapper/vg_state—lv_backup /_Stateless xfs defaults, inodet4 12

Storage has been expanded

Available space - The /_Stateless partition must have adequate available space to accommodate the database
migration. To check the space available, select Disk Free Space in the Support Toolbox (Advanced) dialog:
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# 1 Support Toolbox (Advanced) (7]
~

Active Ports Active Support Tunnel

All active or listening network ports Checks for an active support tunnel and returns its

port number. Returns 0 if no tunnel exists.

Appliance Asset Tag

Information about Appliance type Asset tag display

Date and Time Disk Free Space 0
System date and time Free space available on each partition

Disk Status Results: Disk Free Space (2]

Gathers all rg Filesystem Size Used Avail Use% Mounted on
System. - 1.56 0 1.96 0% /dev
1.5z 3ZE 1.5G 1% /dev/shm
1.%¢ 186éM 1.7G 10% /run
tmpfs 1.96 0 1.%G 0% /sys/fs/cgroup
Hardware fdew/=daZ 976M 227M 6B3M 25% /
Hardware de  /dew/sda5 5.8 2.7G 2.3G 495% fusr
/dev/=sdal 238M  13%4M 2%M 88% /boot
/dev/sdaé 3.96 €7eM 3.0G 19% /var
fdev/sda3 506 6.0G 416  13% fusr/bp

/dev/mapper/vg_state-lv_backup 200G 96G 105G 48% /_Stateless
overlay 200G 96G 105G 48% /_sStateless/bac

/overlay2/7e0d154544 fe7eaabl253£271dckTa

ahm G4M 0 64M 0% /_sStateless/bac
fcontainers/77lccimmmmn W N W M I~ R 7

tmpfs 375M 0 375M 0% /run/user/0

/719 2/public2Z 932 855G 78G  92% /mnt/nas/nas%2public2
/ /198 inki - e i 9326 855G 786G 92% /mnt/nas/nas92public

Encryption - If backups are being encrypted, save the encryption passphrase in a safe place. You must manually
configure encryption with this same passphrase on the new CentOS 7 appliance.

IMPORTANT! If you are not able to configure encryption on the CentOS 7 appliance using the original
passphrase, there is no way to recover the encrypted backups that were migrated from the
CentOS 6 appliance.

Cold backup copy devices - Any cold backup copy target devices have been disconnected.

Backup and cold backup copy jobs - There are no active backup and cold backup copy jobs. If jobs are running,
wait for them to complete or cancel them before starting the migration.

Recovery objects - Check these tabs for any active recovery objects: Recover > File Level Recovery, Instant
Recovery, and Replicas. Tear down any objects before starting the migration. You will need to recreate these
objects on the CentOS 7 appliance.
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UNITRENDS & 0o 4

EE DASHBOARD Backup Catalog File Level Recovery Instant Recovery Replicas

Check tabs and tear down any
a PROTECT active recovery objects NAME HOST MODE SOURCE APPLIANCE

There are no active Instant Recovery VMs

M RECOVER

Deployment requirements for CentOS 7 Unitrends
Backup virtual appliance

You will deploy a new CentOS 7 Unitrends Backup appliance that will be used to replace your original CentOS 6
appliance. Before deploying your Unitrends Backup appliance, verify that the following requirements have been met:

Hypervisor requirements - You can deploy Unitrends Backup to these free or paid versions of ESXi: 5.5, 6.0, 6.5,
6.7,0r 7.0.

Network requirements - During deployment, you will configure these network settings: IP address and subnet,
gateway, and DNS. Be sure to use the same network configuration as the original CentOS 6 appliance. To view the
network settings of the CentOS 6 appliance, select Configure > Appliances > Network:

Initially, the Unitrends Backup VM is created with the IP address 10.10.10.1 and the subnet mask
255.255.255.0. If this IP is currently being used in your environment, disable it until you bring the
Unitrends Backup VM online and assign it a new IP address.

Additional ports must be open if there is a firewall between your appliance and its protected assets, for
connectivity to the Internet, and for connectivity to any hot backup copy target. For details, see
Appliance network settings > Additional ports in the Administrator Guide for Recovery Series, Recovery
MAX, ION/ION+, and Unitrends Backup

UNITRENDS & @ & 0~ 4

EE DASHBOARD Appllan:ese Protected Assets

88 ViewTable @) Add Appliance [# Edit (&) Remove
g rroTeCT
APPLIANCE & STATUS ADDRESS VERSION STORAGE REGISTERED ASSETS
m pm-ueb-86 @Avallable(logged in) . 86 10.5.0-3202101160916.CentOSé | 339
B RecovER \e
% JOBS Storage Backup Copy Targets Network 0 Interactions
2 Refresh [# EditHostsFile  (J Ports
.Il.l REPORTS ADAPTER w MAC ADDRESS IP ADDRESS GATEWAY SUBNET MASK DNS1 DNS2 DNS SEARCH
ens224 00:0c:29:db:0b:37 19 100 192 04 unitrends.com, Hyperl70Lab.com, unitrends.com
a CONFIGURE o ens192 00:0c:29:db:0b:2d 19 5 1R 255 255 255 0 1PERSCECRO0 19, 04  unitrends.com, Hyperl70Lab_com, unitrends.com
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Virtual machine resource requirements - The following minimum resources are required:

100GB of space for the VM'’s initial disk.

A minimum of 2 virtual processors (CPUs) or the number of virtual processors (CPUs) on the original CentOS 6

appliance, whichever is greater.

A minimum of 8GB of RAM or the amount of RAM on the original CentOS 6 appliance, whichever is greater.

To Check the CPU and RAM of the CentOS 6 appliance in the appliance Ul (? > About):

UNITRENDS

CentOS6

og
oo

DASHBOARD BACKUP SUMMARY

& erotect SOFTWARE INFORMATION
Appliance Mame pm-ueb-86
M recover —
Appliance IP Address | 1920881000 %

Appliance Version 10.5.0-3.202101151631.CentOS6

JOBS
Recovery0S Version | CentOS66.6.1810

REPORTS

Install Date Fri 15 Jan 2021 01:42:19 PM EST

BROWSER INFORMATION

& B

CONFIGURE
Type Firefox

Screen Resolution 1920 x 1080

About this Appliance (7]
anyone hd

29 B O ror - m
@ onLINE HELP

COMMUNITY
Got Questions? Ask th e

@ OPEN SUPPORT TUNNEL
P PrRoDUCT TOUR
® FEEDBACK

@ asour

HARDWARE INFORMATION ice behind

Appliance Type unknown

B RELEASE FEATURES

Processor Type Intel(R) Xeon(R) CPU E5620

Processor Cores a I nave backups offloaded onto

r long term storage. If we do

Processaor Cache S12KB licensing is it still possible

se VMs and restore them? &
Processor Frequency 3199618 GHz
Memory (GB) 15.9 GB [ - HOT TARGETS
Assel Tag ac462306-d1c3-41be-8542-44dbe590 O

Protected

WAC Address 000c29db0b2d

TRANSFER RATE

0B/s
Copyright ® Unitrends, Inc. 2015-Present, All Rights Reserved
Close
— 112 0113 0114 D115 0116

To check the CPU and RAM of the CentOS 6 appliance by using the ESXi server, use Edit Virtual Machine

Settings:
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& 1 2 - vSphere Client
File Edit View Inventory Administration Plug-ins Help () Cent - Virtual Machine Properties - a X
G €Y Home b g8 Inventory b B In Hardware | Options | Resources | Virtual Machine Version: vmx-03
- L ) Memory Configuration
Iy & @ k2 R I~ Show Al Devices Add.
. 1011 G4 Memory Size: 8= | ~|
= @ w 42 ~ Hardware Summary s1268H
& @ BMM_TestlibDeployme: = Maximum recommended for this
~ Memory 8192 MB
@ blk-ub-216 O crus 3 I sseael| 9 guestOSs: 1011GB.
) BO_RDR_server_120 =) 'd:n — — 128 « Maximum recommended for best
(1 Boomerang i ina? = " . M performance: 98296 MB.
= [CantOSE UB What is a Virtual Machine? o VMCI device Restricted la
= = 64 GBH Default recommended for this
(3 Cent( A virtual machine is a software compuf | @ US8 controller Present < guestOS: 2GB.
Ll) Cent( 0 physical computer, runs an operating {| & S¢SI controller 0 Paravirtual 32GBH [
(31 CentC applications. An operating system inst{ | @5 CD/DVD drive 1 Client Device 16eal] 9 guestos:512MmB.
g1 bcu machine is called a guest operating sy| | & Hard disk1 virtual Disk
] "
Gh DC_vemmums - o ~ = Hard disk2 Virtual Disk BGBH
& o Because every virtual machine is an is B Network adapter 1 JLAN 564
& D environment, you can use virtual mact = pte T 4GBS
G do workstation environments, as testing € 2 GBHa
@ de consolidate server applications
@ de 16BH
& de Virtual machines run on hosts. The sa
B de : many virtual machines SizM3gd
g de 256 MBH
i RE
3; = 128 MBH
s us Basic Tasks 64 MBH
@ ue
& us @ Power Off the virtual machine 32 MBH
& us H
& us i Suspend the virtual machine (ERE
B ub &MBH
CS UE 9——5 Edit virtual machine settings
& ue 4+mel
[
w u Help oK Cancel
B u
[rol by
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Chapter 3: Migration Procedures

Use these procedures to migrate your CentOS 6 appliance to CentOS 7.
Migrate data on the CentOS 6 appliance

IMPORTANT! Before running this procedure, use your ESXi server to consolidate snapshots on the CentOS 6 VM. If
your backups are encrypted, be sure you can access the passphrase that was configured on the
CentOS 6 appliance. Once data has been migrated, the original CentOS 6 appliance is no longer
usable. Any encrypted backups can only be recovered by configuring encryption on the CentOS 7
appliance using the CentOS 6 passphrase.

Log in to the CentOS 6 appliance Ul.
You must log in directly to the appliance. You cannot access the Support Toolbox of a managed appliance.

On the Configure > Appliances page, select the appliance and click Edit.

UNITRENDS £ 0 ew- 4

EE DASHBOARD Appliances e Protected Assets

EE View Table ° Add Appliance B Edit 6 Remove

& rroTEcT
APPLIANCE STATUS ADDRESS VERSION STORAGE REGISTERED ASSETS
m pm-ueb-86 @Ava\lable(togged in) 197 RER 36 10.5.0-3202101151631.CentOS6 [ ] 339

M RECOVER \0

-

B Joss

o1 reporrs

£+ CONFIGURE o

Click Advanced and select Support Toolbox.
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Edit Appliance (]
General Emiail Users Date Time License Backup Copy Advanced o
ENCRYPTION SETTINGS

Enable Encryption
Current Passphrase
[] Change Passphrase
New Passphrase

Confirm New Passphrase

ey File

SAN DIRECT DETAILS

Name Host Port Target LUN

Support Toolbox General Configuration | OS5 Password I5CSI CHAP SNMP VM Replica Configuration

In the Support Toolbox (Advanced) dialog, scroll down and click Migrate from CentOS 6 to CentOS 7.

IMPORTANT! Migration time varies by database size. Do not manually close the user interface while the
migration is running. It is safe to close the Ul after the Results Migration message displays.

IT Suppon Toolbex (Advanced)

Hosts File IOFS Test
IPMI Status Kermel Information

LVM Status Maximuim Backups

Memary Usage Migrate from CentOS6 to CentQST

L

Modules Loaded Mountpoints

The migration tool does the following:

Verifies that all appliance requirements have been met.

If requirements have not been met, a message displays describing the issue.
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Click Close to exit the message, then address the requirement.

Results: Migrate From Cent0S6 To CentDST

Errar during precheck

wmmme BEGIN Chacking systen demc_yssh for migratice Fri Jan 15 15
FfOR; dppliance dema_yash not eligible for Migration, Email addre
e Configure Email addresses with OPPLIAMCE selece
Email Recipients
ERAOR;: found 1 errors,  See fbackups/migratefueb_migrate.log for details

Migrates the database, sends a confirmation message to the Appliance email recipients, then powers off the
CentOS 6 VM. Sample confirmation email:

Fwd: Unitrend y Status Information

3 Reply 20 Farward
m 2

an Status Infarmation

This email i fi f slatform migration.

Hosti

A confirmation message displays. Click Close to exit the message.

Results- Migration 7]

Click Close to exit the Support Toolbox.

#Y Support Toolbox (Advanced) %]
lal

Active Ports Active Support Tunnel

All active or listening network ports Checks for an active support tunnel and returns its

port number. Returns 0 if no tunnel exists.

Disk Status Filesystem Information
Gathers all relevant Disk Status from the Unitrends Information about all filesystems on the System
System.
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Deploy the CentOS 7 Unitrends Backup VM

Use the following procedure to deploy the Unitrends Backup VM by using the OVA file.
Download the Unitrends Backup OVA:

Go to https://www.unitrends.com/download/enterprise-backup-software, complete the form under Try
Unitrends Backup, and click Download Now.

Unitrends Backup

Software Free Trial

Try Unitrends Backup Software Free For 30 Days

Email”
doarmgumirends.com
|
Industry’
Business Services A4

Download Now 2

Select VMware vSphere. Click to download the OVA and save it on the machine you will use to access your
ESXi server for the deployment.
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Unitrends Backup
Software Free Trial

Here's Your Download

VMware vSphere

Mutanix

AHV

Click VMware vSphere
Download and Deploy on vSphere

This free trial of Unitrends Backup software
deploys as a virtual appliance on VMware vSphere.
You have 30 days to test drive this fully-featured.
Enterprise Plus version of Unitrends Backup. Be
sure to register your installation to qualify for free
expert help from our Evaluations team.

Need help getting started? Read
this post in the Unitrends Community.

NOTE: If you are running ESXI Free, you MUST use

the OVA here.
\9 Click to download the OVA

From the machine on which you saved the Unitrends Backup OVA file, access your ESXi server using vSphere
Client.

Select File > Deploy OVF template.

Browse to the extraction location, select VMware-UB-version.ovf, click Open, then click Next.
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(&) 10 m_m2 - wSphere Client

File | Edit View Inventory Administration Plug-ins Help

Mew 3

ptory b [Fl Inventory

| Deploy O‘u‘FTempIate...—-—._l

Export 3
Report 3

Browse VA Marketplace..,

—0

B VMware ESX|, 5.5.0, 2143827

Getting Started

CentOS 6 to CentOS 7 Migration Guide
for VMware

Release 10.6 | February 2022

Print Maps

Exit Source

F:er Deploy OVF Template

Select the source location.

Deploy from a file or URL

[C \Users\dd

network share, or a CD/DVD drive.

2\Downloads\VMware-UB-10.5.0-1. 14.ovf ﬂ | Browse... :I_'g

Enter a URL to download and install the OVF package from the Internet, or
spedfy a location accessible from your computer, such as a local hard drive, a

Date modified

1 AM

Type
OVF File 3 KB

) Open
« v 4 > ThisPC » Downloads »
Organize « MNew folder
| Documents *  Name
< Downloads VMware-UB-10.5.0-1.14.0vf
e O5Disk (C:) v <
File name: | YVMware-UB-10.5.0-1.14.o0vf

- | OVF packages (*.ovf;".ova) ~

Cancel

Help |

Mext »

Cancel |

Verify details and click Next.
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(5 Deploy OVF Template

OVF Template Details
Verify OVF template details.

Source

Product:

OVF Template Details

Jame and Loc

Download size:

Size on disk:

Description:

VMware-UB-10.5.0-1.14

3.4GB

Unknown (thin provisioned)
100.0 GB (thick provisioned)

Help |

< Back | Mext = I

Cancel |

Enter a display name for the Unitrends Backup VM. The name can contain only alphanumeric characters, dashes,
and underscores. This is the name that will display for the VM in your hypervisor. Click Next.

(¥ Deploy OVF Template

Name and Location
Specify a name and location for the deployed template

Name:

__ommm

]

X

4 . Unitrends Backup
Name and Location

The name can contain up to 80 characters and it must be unique within the inventory folder.

Help

< Back || Next = I

2]

Cancel |

(Optional) If your environment has resource pools, you can opt to choose one for the Unitrends Backup VM. If your
environment does not have resource pools, you do not see this step. Click Next to continue.

UNITRENDS
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() Deploy OVF Template = O x

Resource Pool
Select a resource poal.

Source Select the resource pool within which you wish to deploy this template.
OVF Template Details
Mame and Location Resource pools allow hierarchical management of computing resources within a host or duster. Virtual

Resource Pool machines and child pools share the resources of their parent poal.

-

@ WL k2

ey | (Optiona) Select resource pool

Help | < Back | Mext = I Cancel |

Zi

Select the datastore that will be used to create the Unitrends Backup VM. Click Next.

() Deploy OVF Template = O X

Storage
Where do you want to store the virtual machine files?

Source Select a destination storage for the virtual machine files:

OVF Template Details - - — =

Mame and Loca Name Drive Type Capacity | Provisioned Free | Type Thin Prov

Resource Pool B datastorel Non-S5D 93125 GB 201.59GB  735.90 GB VMFS5 Supporte

Storage H datastore2()  Non-5 924,00 GB 15,02 GB 908,98 GB VMFS5 Supparte
@ raid-ds — Non-55D 728TB 6427TB 1.39TB WMFS5 Supporte
@ raid-ds2 7.28TB 4.26TB 3.56 TB VMFS5 Supporte

Select a datastore

-~
W

Help | < Back | Mext = I Cancel |

Z|

Select the disk format. Click Next.

For best performance, use a thick provisioned format.
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E

Disk Format
In which format do you want to store the virtual disks?

SC-LII'-:E Datastore: ’raid-ds—

OVF Template Details
Name and Location Available space (GB): 1422.2

Disk Format

Read Complete

% Thick Provision Lazy Zeroed
( " Thick Provision Eager Zeroed |
" Thin Provision /9

< Back | Mext = | Cancel I

A

If the server has multiple virtual networks, select one from the list and click Next. If the server has only one virtual
network, you are not prompted for a selection.

On the Ready to Complete screen, do not select Power on after deployment.

Click Finish to deploy.

(=7 Deploy OVF Template = O X

Ready to Complete
Are these the options you want to use?

When you dick Finish, the deployment task will be started.

Deployment settings:
OVFfile: C:\Us min #T\Downloads\VMware-UB-10.5.0-1.140..
N Download size: 34GB
;Zeadv t(; Complete Size ondisk: 100.0 GB
Name: Unitrends Backup 193
Host/Cluster: BUF itrends.com
Resource Pool: BMM_TestLibDeployments
Datastore: raig-ds
Disk provisioning: Thick Provision Lazy Zeroed
Network Mapping: "172-primary” to "VLAN 594"

o— I Power on after deployment

Help < Back | Finish Cancel |
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@1 - vSphere Client - O *
File Edit View Inventory Administration Plug-ins Help

£y Home b g Inventory b [F Inventory

& @
[E e e
@ Machines:. [

Deploying Unitrends Backup
Deploying disk 1 of 1 5 virtualizal
machines
hat virtual

] ] to storage

5 minutes remaining

I” Close this dialog when completed e to a host

[ UnS U Dy US| vira appliance

When deployment is complete, close the confirmation message.

@

File Edit View Inventory Administration Plug-ins Help

€y Home b gF] Inventory b [ Inventory
o +
g @
I; T

Getting Started

@
Deploying Unitrends Backup virtualizal
nachines
Completed Successfully .
\at virtual

T

Edit the virtual machine settings to adjust the CPU and memory to meet or exceed the settings of the CentOS 6
appliance. Click OK.

(@) Unitrends Backup - Virtual Machine Properties - m} x

Hardware | Options | Resources |

Memory Configuration
I Show All Devices  add.. |

Virtual Machine Version: 8

101168 Memory Size: 5= e~

Hardware Summary 5126
BE HMemory (edited) 8192 MB a Ma’“’:g’g "i;;"(‘;'ge'“’a" for this
[ CPUs (edited) 6 e ues e

N Maximum recommended for best
B videocard Edit memory and CPUs 128 GB| A performance: 58296 MB.
W VHCI device estricted 64GB Defauit recommended for this
@© scSicontroller 0 LSI Logic SAS < guestOS: 2GB.
@ cofovD drive1 [datastore1] ISOs/en_w... 32 GB! Mirimum recommended for this
& Hard disk1 Virtual Disk 16 GB < guestOS: 512MB.
& Floppydrive1 Client Device
B9 Network adaptert VM Network 868

Help 9— oK Cancel

Attach backup storage

In this step you will attach the storage that contains backups from the CentOS 6 Unitrends Backup appliance.

Chapter 3: Migration Procedures U N ITR E N D S

A Kaseya company




CentOS 6 to CentOS 7 Migration Guide 27
for VMware

Release 10.6 | February 2022

IMPORTANT! Be sure to attach the VMDK that was used as the initial backup storage first (before adding any
other VMDKs). Adding the wrong VMDK first yields undesirable results. The appliance automatically
uses the first VMDK you attach as the initial backup storage. The appliance then recognizes all
subsequent attached disks and can access all existing backup data.

To add a VMDK that contains backups from the CentOS 6 Unitrends Backup appliance:

Access your ESXi server using vSphere Client.

Ensure that the CentOS 6 VM is powered off.

(5 1020202 - vSphere Client

File Edit View Inventory Administration Plug-ins Help
@ = | ¢y Home b g Inventory b [E Inventory
n > &8 @R e RS

= E
=

jLob |

& BMM_TestLibDeployments
[ doc-Windows-8_restore
EI SQL14Test

0 Unitrends Backup

& blk-ub-216

'

UB_target_2132 (1)
Summary ' ResourceAllocation

Getting Started

&i‘}inalw is mwefed off What is a Virtual Machine?

A virtual machine is a software computer

Identify the disk(s) that you want to add to the CentOS 7 VM by doing these steps:

Right-click the original VM and select Edit Settings.

@ 1 ! - vSphere Client
File Edit View Inventory Administration Plug-ins Help

&3 = | £y Home b gf Inventory b [l Inventory

Bl S @ @R E RS R

ERERE
= & BMM_TestLibDeployments
(f3 doc-Windows-8_restore
Ej 5QL14Test
{3 Unitrends Backup

UB_target_212 (1)

5 [UB_target_212 (1)
UB_target_218 Power »
. . 5 ubuntu_test_1 Guest R
Edit settings of 51 UEB_208_195 .
napshot ¥

== Gh UEB_208_207

|nal VM M = Open Conscle

Eh UEB_target_ Edi :

t Sett

i) Uritrends_duc—\"a".ﬁ) I e
Cfs Unitrends_doc-Win Upgrade Virtual Hardware
& UVB—E—ZDS_—JG? Add Permission... Ctrl+P
1 UVB_8_engine_20
3 VCSA-6.5-4.207 Report Performance...
E} VCSAG5-4-210
51 Win2003_32bit_ES
(s Win2K8R2_restore Open in New Window... Ctrl+Alt+N

Rename

Remave from Inventery
Delete from Disk

Select each hard disk to view details. Note the disk file details of the one(s) you will add to the CentOS 7 VM.
(You will need the datastore and disk name to locate the disk in vSphere Client).
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You must add all backup storage disks from the original CentOS 6 VM.

Do not add Hard Disk 1. This 100GB disk was created during VM deployment and is NOT used to store
backups.

You must add the first backup storage disk (typically Hard Disk 2) before you add any other backup
storage disks.

In our example, the VM has only one backup storage disk:

(%) UB_target_212 (1) - Virtual Machine Properties — m} x
o : 0
Hardware IODﬁgns ] Resources ] Virtual Machine Version: vmx-09 H:]:?ﬂ?’s;: ;Lh: \f:(h}':l =
Disk File
I™ Show All Devices Add... Remave [Fraid-de] UB_torget_312/U0B_target_212.vmdk used for backup
— 5 storage. Do NOT add
ardware ummary .
W8 Memory 4096 MB Disk Provisioning this disk to the newly
o ceus 3 Type: Thick Provision Lazy Zeroed | depk}yed VM.
[ Vvideo card Viden card Provisioned Size: 100 Eli B ~| -]
&= VMCI device Restricted Maximum Size (GB): 1418.07
@ UsBcontroller Present
@ SCSI controller 0 Paravirtual Virtugl Device Node
@y co/DvD drive 1 Client Device -
= Hard disk1 Virtual Disk | |scst (0:0) Herd disk 1 =]
= Hard disk2
) (&) UB_target_212 (1) - Virtual Machine Properties - [m} >

B Network adzpt | Hard disk 2 is the

Hardware | Options ] Resources I Vichual Machine Version: ymy-09 ",

Disk File \iM 8 ﬁs;bzd;:z
I Show All Devices Add... Remove |[raid-ds] UB_target_212/UB_target_212_Lumdk S orfage IS|
— = _A this disk to the newly
ardware ummary
W Memory 4096 MB Disk Provisioning dePbYed VM.
Type: Thick Provision Lazy Zeroed

A crus 2

] Video card Video card Provisioned Size: 700 3: GE ¥

&= VMCIdevice Restricted Maximum Size (GE): 2018.07

G USE controller Present

e SCSI controller 0 Paravirtual Virtual Device Node

2, CD/DVD drive 1 Client Device -

= Hard disk1 Virtual Disk |scst (0:1) Hard disk 2 =

= Hard disk2 Virtual Disk |

IR B r Mode

WGTR saapter L VI NETWaTR
[ Independent

Help This Unitrends Backup VM has only
one backup storage disk (hard disk
2). If there were other hard disks,
you would add them after hard disk

2 had been added this disk are discarded when you power
. to the snapshot.

ks are not affected by snapshots.

immediately and permanently written to

Add the disk(s) to the CentOS 7 VM by doing these steps:

Right-click the CentOS 7 VM and select Edit Settings.
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& 10 12 - vSphere Client

File Edit View Inventory Administration Plug-ins Help
@ | £y Home b g Inventory [ Inventory
1 PR = I T = SR )

E E w2 Unitrends Backup
E & BMM_TestLibDeployments

(3 doc-Windows-8_restore Getting Started
Gh SQL14Test
(73, Unitrends Backup

lk-ub-215 Power L
BO_RDR_server_120 Guest y I
Boomeran

v Snapshot 3

i

Cent0S_6-2_4_203

Open Censole

=7

@
B Edit Settings...
{3 CentOS6_rpm
G DC_UF_208 Add Permission... Ctrl+P (]
Gh DC_win7_211 ]
E Dochodel Report Performance...
({3 DocMode2 Rename
h doc-vCenter-2_17 :
({3 doc-win-B_restore Open in Mew Window...  Ctrl+Alt+N
% Suc—\’u"njuws—?_ﬁ_DE Remove from Inventory
oc-Windows-8_4_20 )
ES doc-Winvista_241 Delete from Disk
h RPM_vM_208 ] Basic Tasks

Select Hard disk 1, click Add, then OK.

(%) Unitrends Backup - Virtual Machine Properties — O *
Hardware IODﬁnns ] Resources ] Virtual Machine Version: vmx-09
2 Disk File
™ Show All Devices m HEumts |[ra|d-ds] Unitrends Backup,/Unitrends Backup.vmdk
Hardware Summary
W Memory 4096 MB -DFISk Provisioning . B
I ceus 2 ype: Thick Provision Lazy Zeroed
|;| Video card Video card Provisioned Size: 100 El: GB -
= VMCI device Restricted Maximum Size (GB): 1418.07
@ UsBcontroller Present
& scslcontroller 0 Paravirtual
@y CD/DVD drive 1 Client Device
= Hard disk1 Virtual Disk & =l
B§ Network adaN VLAN 594
-
-
~

Help 9— oK Cancel

Select Hard Disk and click Next.
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(&) Add Hardware

X
Device Type
What sort of device do you wish to add to your virtual machine?
Device Type Choose the type of device you wish to add.
Information
This device can be added to this Virtual Machine.
Help | < Back | Mext = I Cancel
Select Use an existing virtual disk and click Next.
(&) Add Hardware X
Select a Disk
Device Type A virtual disk is composed of one or more files on the host file system. Together these
Select a Disk

files appear as a single hard disk to the quest operating system.

Select the type of disk to use.
Disk

™ Create a new virtual disk

(% |se an existing virtual disk

Reuse a previously configured virtual disk.
~

Give your virtual machine direct access to SAN. This option allows you to

use existing SAN commands to manage the storage and continue to

access it using a datastore,
Help | < Back | Mext = / I Cancel |

Click Browse. Browse to the CentOS 6 VM's first backup storage disk and click OK.
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() Add Hardware x
Select Existing Disk
Which existing disk do you want to use as this virtual disk?
Device Type Disk File Path
Select a Disk
Select Existing Disk Browse.. |
A 5
Ri b
(5 Browse Datastores - [m| X
Look in: |Datasmres j
Name Capacity Free space
B raid-ds2 7.28 TB 3.56 TB @ Datact _ O »
B raidds 728TB 1298 =— | =y Browse Lstastores
B datastorel 931.25 GB 735.90 GB -
Lookin:  |UB_target 212 =]
Open Name File Size LastModified
File type: | compatible Virtual Disks (=.vmdk, =.dsk, =. ¥ | Cancel B UB_target_212.. 100 GB 10/31/2016 9:44:36 AM
—_— B UB_target_212_.. 700 GB 10/3/2016 9:44:37AM |
rng Browse Datastores
2/
Look in: |raid-ds j
Help File type: ible Vi isks [* * *
Nome File 52e LostModifio Compatible Virtual Disks (*vmdk, *.dsk, J Cancel
{7 ues_208_1s5 Z|
[T UBtarget 22— |
[ ueB_208_193
{1 1s0s
Open
File type: Compatible Virtual Disks (= vmdk, *.dsk, "‘j Cancel

Click Next to continue.

(%) Add Hardware

Select Existing Disk
Which existing disk do you want to use as this virtual disk?

Device Type
Select a Disk
Select Existing Disk

|[raid-ds] UB_target_212/UB_target 212 1.wmdk Browse... |

Disk File Path

Onginal VM's first backup storage disk

"‘h.‘
Help | < Back | Mext = |

Cancel

%
Click Next to accept the default Advanced Options.

UNITRENDS
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(&) Add Hardware X
Advanced Options
These advanced options do not usually need to be changed.
Device Type Spedify the advanced options for this virtual disk, These options do not normally need
Select a Disk to be changed.
Select Existing Disk
Advanced Options Virtual Device Node
Ready to Complete |SCSI 0:1) ﬂ
Mode
[ Independent
Independent disks are not affected by snapshots.
-
Changes are immediately and permanently written to the disk.
~
Changes to this disk are discarded when you power off or revert to the
snapshot.
Help | < Back | Next > I Cancel
Click Finish.
(& Add Hardware *
Ready to Complete
Review the selected options and dlick Finish to add the hardware.
Device Type Options:
Select a Disk
Select Existing Disk Hardware type: Hard Disk
Advanced Options Create disk: Use existing disk
Ready to Complete Virtual Device Node: SCSI (0:1)
v » Dizk file path: [raid-ds] UB_target_212/UB_target_212_1.vmdk
Disk mode: Persistent
Help | < Back | Finish I Cancel

Click OK.
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(%) Unitrends Backup - Virtual Machine Properties — O *
Hardware IODtigns ] Resources ] Virtual Machine Version: vmx-09
Disk File
I Show All Devices s [[raid-ds] UB_target_213/UB_target_212_1.vmdk
Hardware Summary
@B Memory 4006 ME $|sk Provisioning . B
o crus 2 ype: Thick Provision Lazy Zeroed
|;| Video card Video card Provisioned Size: 700 GB
& VMCIdevice Restricted Maximum Size (GB): NjA
@ UsBcontroller Present
(© scsIcontroller Paravirtual Virtual Device Node
@5 co/ovD drive 1 Client Device
= Hard disk1 Virtual Disk Iscst (0:1) =
| B Netvork adater ] VLAN 504
= New Hard Disk (adding) Virtual Disk I I— -
~
-~
Z|

(If needed) If the CentOS 6 VM has multiple backup storage disks, repeat step 4 to add those disks.

After attaching all backup storage disks, proceed to "Step 5: Set up the CentOS 7 appliance using the Quick Setup
Wizard".

Configure network settings

IMPORTANT! Be sure to enter settings that match those of the original CentOS 6 appliance.

From vSphere Client, access the Unitrends Backup VM's console interface by clicking the Launch Virtual Machine
Console icon.

The Unitrends Backup VM must be turned on. If necessary, right-click the VM and select Start.

(5 10272793 - vSphere Client - [m| X

File Edit View Inventory Administration Plug-ins Help
@ y |¢€y Home b gF] Inventory b [F] Inventory
I TR = N < R )
= E 1 Gl S 7
= & BMM_TestLibDeployments
(3 doc-Windows-8_restore
(Fh SQL14Test
Select the VM 0 {73 [Unitrends Backup

[ blk-ub-216

What is a Virtual Machine?

The remaining steps are run from the Unitrends Backup Console Interface. On these screens, you select a menu
option by entering a number in the Please enter choice field.
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As you complete each step in the Unitrends Backup Console Interface, you are presented with the next
configuration screen.

You can press Enter to accept the default or current setting.

On the Console Interface screen, enter 1 in the Please Configure Console Access Password... field.

Unitrends Backup
Console Interface

Console Access Password Setup

Network Setup
Firewall Settings
Aidvanced Dptions Enter 1

Please Configure Console Access Password to proceed further: 1

To change the direct console password, enter a new password, then enter the password again to confirm.

This is the root operating system password that accesses the console. This password does not access the
Ul. (You will change the Ul password in "Step 5: Set up the CentOS 7 appliance using the Quick Setup
Wizard" on page 38.)

All appliances are deployed with these default operating systems credentials: user root, password
unitrendsl1. For appliance security, you must change this password.

[Password should be at least 8 characters
[Password should not contain the forbidden word Unitrend (case insensitive)

1  Enter new password
Changing password-f8r user root.

New password: 2 Enter new password again to confirm

Retype new password:
Ipassud: all authentication tokens updated successfully.

On the Console Interface screen, enter 2.
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Unitrends Backup
Console Interface

1. Console fAccess Password Setup
Z. HNetwork Setup

3. Firewall Settings
4.
P

Advanced Options

lease enter choice: 2 Enter 2

Manage System using the web-based interface at one of the following:
ethd - http:--18.18.18.1

On the Initial System Setup Menu screen, enter 1 in the Please enter choice field.

Unitrends Backup
Initial System Setup Menu

Conf igure IP, Netmask and Gateway
Conf igure DN3S

Conf igure IPMI LAN

Conf igure DHCP

Network Test

Back

lease enter choice: 1 Enter 1

Enter a number in the Select a network adapter field. For example, enter O to select ethO.

B. etha
Enter a number to select an adapter. If your
Select a metwork adapter: B appliance has multiple adapters, each are listed. In
this example, the appliance has one adapter (eth0).

EnterY in the Edit network configuration field. Then enter the IP address, Netmask, and Gateway of the CentOS
6 appliance. Review the settings and enterY to save.

Network Adapter: ethd

Current IP address: 18.18.18.1
Current Netmask: ""255.255.255.8"
Current Gateway: n/a

Edit network configuration? [n/Y1: Y

Current IP address: 18.18.18.1
Enter new System IP Address: Enter an IP address for the

Unitrends appliance
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Current Netmask: “255.255.255.8"
Enter new System Hetmask: Enter new netmask or press
Enter to accept the default

Current Gateway: n-sa
Enter new Network Gateway: 19L.00L.L... Enter gateway IP address

Adapter: etha |i

Current IP address: 16.18.18.1
Current Netmask: "Z55.255.255.8"
Current Gateway: nsa

New IP address: 19 el W i
Hew Hetmask: "Z55.255.255.8"
New Gateway: 100 el mEm L

Commit network configuration changes? [ns¥1: ¥ S setiing

- (or N to modify settings)

To configure DNS settings, enter 2, then enter Y to edit. Enter the Primary DNS IP address, a Secondary DNS IP
(optional), and a DNS Domain. Review the settings and enter Y to save.

Unitrends Backup
Initial System Setup Menu

Conf igure IP, Hetmask and Gateway
Conf igure DN3

Conf igure IPMI LAN

Conf igure DHCP

Network Test

Back

lease enter choice: 2

Current Primary DNS: n/a
Current Secondary DN3S: n-a
Current DNHS Domain: vmware-ub
Edit DNS configuration? [n/¥1: ¥

Current Primary DN3: n-a
Enter new Primary DNS: 195, L. 5. Fd Enter IP of primary DNS server
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Current Secondary DNS: wra 3
Enter new Secondary DNS: 1°_ Lo _. _.@_- (Optional) Enter IP of

(Leave blank if no secondary DNS desired) secondary DNS server

Current DN3S Domain: wmware-ub
Enter new DN3 Search Domain: unitrends.com

Current Primary DNS: nsa
Current Secondary DN3: nra
Current DNS Domain: umware-ub

New Primary DNS: 19 8
New Secondary DNS: 197 T T nae
New DNS Domain: unitrends.com

Enter Y to save settings
(or N to modify settings)

Commit DNS configuration changes? I[nsY¥1:Y

To exit network setup, enter 6.

Unitrends Backup
Initial System Setup Menu

Conf igure IP, Netmask and Gateway
Conf igure DNS

Conf igure IPMI LAN

Conf igure DHCP

Network Test

Back

Please enter choice: 6

Exit the VM console.

() Unitrends Backup on B n - X
File View VM Click to exit the console

NS B &R & R

Unitrends Backup
Console Interface

Network Setup

Console Access Password 3etup
Firewall Settings

Advanced Options

Please enter choice: _

Manage System using the web-based interface at one of the following:
ethB - http:rr 1l . oo L. 008
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Set up the CentOS 7 appliance using the
Quick Setup Wizard

Use this procedure to set up the appliance:

Open a browser and connect to your appliance by entering: https://<appliancelP>/ui. For example:
https://10.10.10.1/ui.

Click Accept to accept the license agreement.

<« c @ O https:,-’ﬂfl.ﬁ_'i.ﬁ._ﬁ:::,-’uw,-’#',-’—o Enter appliance IP/ui [~ B+

Unitrends End User License Agreement

PRODUCTS AND SERVICES LICENSE AGREEMENT

UNITRENDS, INC. ("UNITRENDS") IS WILLING TO LICENSE THE LICENSED
HARDWARE AND SOFTWARE (COLLECTIVELY "PRODUCT5) AND SERVICES
TO YOU ("CUSTOMER™) AS THE INDIVIDUAL. THE COMPANY, THE ORDERING
ACTIVITY {IF AN ENTITY AUTHORIZED TCO ORDER UNMDER A ULS. FEDERAL GSA
v

03D

Set the appliance date and time by doing one of the following, then click Next:

Select a Timezone. If needed, modify the appliance Date and Time.

OR

Check the Use an NTP Server box to sync to an NTP server. (Optional) Enter your preferred NTP server
address.
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UNITRENDS

Date & Time Host Name & Password

(® Enter a date and time for your appliance
E Date | 9/4/2019 m
Time 16:05:03
Time Zone = America/New_York v

() Use an NTP Server

NTFP Server Addresses @

0.centos.pool.ntp.org ™

1.centos.pool.ntp.org
W

Click to continue Next

Enter a Host Name, a Domain, and a new Ul Password for the appliance. If needed, enter a new OS Password.
Confirm the passwords by entering them again in the fields to the right. Click Next.

The hostname can contain only alphanumeric characters, dashes, and underscores.

The appliance has a Ul root user and an OS root user. These are separate accounts. Changing the
password of one root user account does NOT change the password of the other root user account. The Ul
root user is used to log in to the appliance Ul. The OS root user is used to log in to the appliance console or
for command line access.

If you have already set the OS password, these fields are disabled in the Quick Setup Wizard.
Passwords cannot contain the word Unitrend (case insensitive).
The OS password must contain 8 or more characters.

All appliances are deployed with these default Ul and OS credentials: user root, password unitrends1. For
appliance security, you must change these passwords in the Quick Setup Wizard.
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UNITRENDS

Date & Time Host Name & Password

HostMame  vmware-ub (7]
Enter hostname,

domain (optional)

Domain | unitrends.com (7]

and appliance

Ul and 0S UlPassword  ssessssss © sessesens 49 Confirm Ul password
passwords
0S Password  essssssss (7] o........_e Confirm OS password

To enable email from the appliance, check Enable email reporting and enter the following:

The fully qualified domain name of the SMTP server.

(If needed) If the SMTP server requires authentication, select Authentication required and enter a
Username and Password.

Click + Add Recipients to add a an email recipient. Enter an email address in the Recipient field and select
one or more of the System, Jobs, and Failures options to specify which reports the appliance will send to the
recipient. Repeat as needed to add more recipients.

Click Finish.
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UNITRENDS

Date & Time
0— Enable email reporting
SWTP § unitr  com Enter the FQDN of
- E the SMTP server

[ Authentication Required

Host Name & Password ' Email

Username If the SMTP server
uses authentication,
Password check the box and

enter credentials

Confirm Password

Recipients System Jobs Failures
Jalvarez@unitrends.com X For each recipient, enter
an email address and
djones@unitrends.com O X select reports to send
e— = Add Recipients
Click to add an
email recipient

Previous

Click Recover to add the migrated backups to the appliance:

Configure Storage

The selected storage contains an existing filesystem.
If it contains Unitrends backup data, you can attempt
to recover it. Otherwise, you can erase the data or
cancel and select different storage.

.,

=+ Recovering Storage...

(If needed) Configure encryption with the
CentOS 6 passphrase

If backups were being encrypted on the CentOS 6 appliance, you must configure encryption with the passphrase that
was used by the CentOS 6 appliance. If you do not use the original passphrase, any encrypted backups that were
migrated cannot be recovered.

Use this procedure to configure encryption:
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On the Configure > Appliances page, select the appliance and click Edit.
UNITRENDS £ 0% o0~ 1

EE DASHBOARD Appliances e Protected Assets

00 View:Table () Add Appliance [ Edit o Remove

g rroTECT
APPLIANCE STATUS ADDRESS VERSION STORAGE REGISTERED ASSETS
m pm-ueb-86 @Avallable (logged in) LR ) 10.5.0-3202101151631.CentOS 6 | 339

R Rrecover \e

-

B Joss

aly reporTS

£+ CONFIGURE o

Select the Advanced tab.
Check Enable Encryption.
Enter the passphrase used by the CentOS 6 appliance in the Passphrase and Confirm Passphrase fields.

IMPORTANT! Be sure to keep the passphrase secure. If you forget the passphrase there is no way to recover

it.
Click Save.
Edit Appliance o
General Email Users Date Time License Backup Copy Advanced o
ENCRYPTION SETTINGS
e Enable Encryption e
Passphrase sessssssan
Enter and confirm the
Confirm Passphrase ssssssssan encry thn passphrase
SAN DIRECT DETAILS
Name Host Port Target LUN

Support Toolbox | General Configuration |l OS5 Password iI5CSI CHAP SNMP WM Replica Configuration

Return to the Edit Appliance dialog.

Select the Advanced tab and click Save Master Key File.
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8 (Optional) If your appliance has a CD drive, you can save the key file directly to a CD. Insert a CD into your
appliance's CD drive. (If no CD is inserted, the key file is saved to the appliance's samba share.)

9 Click Continue.

2

Edit Appliance

@
General Email Users Date Time License Backup Copy Advanced e

ENCRYFTION SETTINGS

Enable Encryption
Current Passphrase
[] Change Passphrase

Mew Passphrase

Confim New Passphrase e (Optional) Insert a CD into your appliance's
Save Master Key File _o CD drive to save the key to CD

SAN DIRECT DETAILS Save Master Key File

[] | Name To save the master key file to a CD, insert one now. If no CD is found, or your appliance does not have a CD drive, the master key file
will be saved to the apoliance.

© Add

Support Toolbox General Configuration iSCSI CHAP SNMP VM Replica Configuration

10 You receive a message indicating the master key file was saved to the appliance's samba share or to CD. Click OK.

Master key file was saved to the samba share as crypt_image.iso. Please delete this when you have copied it to media.

IMPORTANT! Be sure to keep the master key file secure. If you ever need to perform disaster recovery of the
appliance, you will need this key to access any encrypted backups.

11 If you saved the key to the appliance's samba share, do these steps:
® Logintoa Windows workstation as an administrator with full system access.

¢ Launch File Explorer and enter the following path to access the master key file on the Unitrends appliance:
\\AppliancelP\samba

® Copy the master key file, called crypt_image.iso, to removable media and store it in a safe location.
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Once you have copied the key to removable media, delete crypt_image.iso from \\AppliancelP\samba for
increased security.

| = | samba o - [m] *
Home  Share  View Enter path to the appliance's samba share
o » Network » 19L10u.cu.l14 » samba v O Search samba »

« .
7
5| Documents ~ Mame Date modified Type
& OneDrive E emc cert util usage.pdf 1 '10:39...  PDF File
« [ This PC master key]h j crypt_image.iso 12 . .7 124 PM Disc Image File
B Deskt = custom_certificate_authority.pdf 1055207 10:39..  PDFFile
esktop

= Documents

4 Downloads e Copy key to removable media, then delete
& Creative Cloud Files the key from the appliance's samba share

(If needed) Add data copy access profiles

Data copy access profiles are not migrated from the CentOS 6 appliance. If you were using the copy data management
feature, you need to recreate your data copy access profiles. For details, see Copy Data Management in the
Administrator Guide for Recovery Series, Recovery MAX, ION/ION+, and Unitrends Backup.

Register and license the CentOS 7 appliance

You must register and license the appliance within 30 days of deploying Unitrends Backup.

Each appliance requires an activation code and license key. Use the procedures below to register and license the
appliance:

To register a Unitrends Backup appliance
On the Configure > Appliances page, select the appliance and click Edit.

UNITRENDS £ 0% o0~ 1

EE DASHBOARD Appliances 9 Protected Assets

93 ViewTable (Y Add Appliance [# Edit o Remove

g rroTECT
APPLIANCE STATUS ADDRESS VERSION STORAGE REGISTERED ASSETS
m pm-ueb-86 @Avallableﬂqued in) LR ) 10.5.0-3202101151631.CentOS 6 | 339
R Rrecover \e
-
B Joss
aly reporTS

£+ CONFIGURE 0
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Select the License tab and click Update. The Registration Center displays.

Edit Appliance (2}

General Email Users Date Time License eackup Copy Advanced

LICENSE DETAILS

AssetTag O3 Shieninivdl S Silei ekl <157

License
Install Date

Expires

Feature Description
Feature String

License Key

Add License Info

Select | need to activate my purchase:

UNITRENDS

Unitrends Enterprise Backup ™
Registration Center.

YOUR CURRENT ASSET TAG: 038239cd-f421-42a9-8246-1d8e00a82157

YOUR CURRENT LICENSE: NO LICENSE

How Can We Help You Today?

| have a promo code

Register my asset

Click here | need to activate my purchase

1 would like a quote
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Complete and submit the applicable form.

Unitrends sends an email containing license details. Use the next procedure to apply this license information to the
appliance.

To license a Unitrends Backup appliance
Use these steps to enter license information you have received from Unitrends.
On the Configure > Appliances page, select the appliance and click Edit.
UNITRENDS « 0 %0~ 4

EE DASHBOARD Appliances e Protected Assets

28 ViewTable Q) Add Appliance [# Edit e Remove

g ProTecT
APPLIANCE STATUS ADDRESS VERSION STORAGE REGISTERED ASSETS
m pm-ueb-86 @Avallableﬂqued in) 19 LE 6 10.5.0-3202101151631.CentOS6 | 339

M recover \e

-

E Joss

2l reporrs

£+ conricure @)

Select the License tab and click Add License Info.

Edit Appliance Q

General Email Users Date Time License 0Elar.kup Copy Advanced

LICENSE DETAILS

AssetTag e _ W U L Y

License
Install Date

Expires

Feature Description
Feature String

License Key

(2] e

Enter the License Key, Expiration Date, and Feature String.

Click Save. The license is applied.
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Edit Appliance 2]

General Email Users Date Time License Backup Copy Advanced

LICENSE DETAILS

AssetTag 030 rorime rreorus o TuoTowane 37

License
Install Date

Expires

Feature Description

Feature String

License Key
License Key f2a375 Lad aonny s suoc e oo 303

Enter license key;,
Expiration Dat; 01/31/20% Clear Dt — = :
*piration Date ik [ﬂ carbate expiration date, and
feature string

Feature String ENTRB,MUX=10,VC=INFRC=INF,D2D=INFENC,ADX

2,
Edit Appliance

General Email Users Date Time License Backup Copy Advanced
LICENSE DETAILS

AssetTag 0382 mwenil T iduindinn s uwiiet 2157

License Enterprise Edition

Install Date ThuNov 316:27:42 2016

Expires 01/31/2019

License is applied

and details display

Feature Description  Unlimited Replication or Backups, Encryption, Archiving
Feature String ENTRE,MUX=10,VC=INF, RC=INF,D2D=INF,ENC ADX

License Key T2 20 5 ke S i Snilh a1 75 02
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